Barriers to implementation of smart grids and virtual power plant in sub-saharan region-focus Botswana Energy Reports
Introduction
As of 2016, over 5 million people across the globe have been living without electricity, and this poses a significant challenge to many developing nations. The grid infrastructure across many countries still operate in the same manner, and not much has changed in its outlook. The same holds good for the generation part of the energy. One of the primary reason for the above is the inability of the Governments to focus on advanced technologies (Fangxing, Fran et al., 2010; Clement and Kevin, n.d.) . According to total global figure and is rising day by day due to rapid population growth. Though the overall access to electricity rate for the region improved to 23% in 2012, the access to electricity remains a distant dream for many (IEA, 2014a, b) . UN 2030 agenda for sustainable development reports includes an agenda on energy. As adopted it envisions to eradicate global energy poverty by providing access to affordable, reliable and sustainable energy to all (UN, 2015) . It is essential for the region to attain 100% electricity access to its people while mitigating the impact of climate change and reducing the carbon print across the region. Technologies like renewable energy system for generating electricity storage has far-reaching socio-economic benefits. It is essential that the Governments play a pivotal role in encouraging the use of renewable energy sources to develop its energy infrastructure (Hoeven, 2014) . In Sub-Saharan energy, the report estimates 423 Twh in 2010 including selfgeneration, such as diesel generators (Castellano et al., 2015) . The International Energy Agency (IEA) expects the total demand for electricity in Africa to increase at an average rate of 4% a year until 2040 (IEA, 2014a, b) . There has also been increasing attention on poverty alleviation through energy access improvement among international organizations in the energy field (Kanagawa and Nakata, 2008) . To meet this growing demand in the region, it is essential that the nations must double up significantly and expand their generation capacity. While upgrading it is essential that the infrastructure regarding the transmission and distribution network also be upgraded with latest technologies. To achieve the vision of UN, it is critical that the rural areas in the Sub-Saharan African region be targeted for rural electrification. Academicians define rural electrification as a percentage of rural population with access to electricity (Paul, 2011; Trotter, 2016) . Kanagawa and Nakata (2008) highlight a critical factor for increasing access to rural electrification by stressing the importance of higher literacy rates by upgrading school and higher education. Within Sub-Saharan Africa, there is a great disparity that exists in both rural electrification and urban electrification (Trotter, 2016) . This inequality is critical to understanding when electrification takes place in the areas.
Except for South Africa in Sub-Saharan Africa, the rest of the Nations rank last among global regions in energy consumption per capita (DHS, 2009) . While many rural areas and villages have practically no access to electricity except for the power relatively owned by affordable entities, it is critical to understand the reason for the areas starved. In understanding the comparison between the rest of the globe, (Latin America and the Caribbean) the urban and rural distributions for the Sub-Saharan Africa is relatively decidedly less, in fact so low that they hardly overlap (Deichmann et al., 2011) . The key to solving the energy crises and the climate challenges in the region is through renewable energy. However, the limiting factor is useful policy frameworks, technical, financing and education to its clients and citizens and to enable the region to develop these resources (Avila et al., 2017) .
The Department of Energy Affairs (EAD) within the Ministry of Minerals, Energy & Water (MMEWR) leads the country's national energy policy in Botswana. MMEWR through Botswana Power Corporation (BPC) is the main decision maker for the power generation, transmission, and distribution. EAD administers the Electricity Supply Act, which latest amendment promotes IPP's participation (USAID, 2016) to achieve security supply in power generation. A UN statistical database on energy statistics in Botswana portrays that the demand has been increasing continuously from 2009. This growing demand for energy demands that new opportunities be explored and alternate sources of energy be developed. Botswana's supply security in the year 2013 was highly dependent on internal generation since there were no firm power imports before the year the country was roughly importing close to about 80% of Nations power supply from Eskom in South Africa. BPC installed additional capacity of 450 MW in Marupule B coalfired power plant (USAID, 2016) . However, to meet the growing demand, the contract to Eskom was extended on a non-firm basis for 300 MW up to December 2015. Utilization factors and study pattern, show that 1509 GWh, amounting to 42% of country's requirement was imported as compared to previous years. The Power demand was imported from ''Eskom, Electricidade de Mozambique (EDM), NamPower of Namibia, ZESCO of Zambia and the Day Ahead Market (DAM) of the Southern African Power Pool (SAPP)''. Japanesefunded Solar Photovoltaic power plant that was commissioned during 2012 could not offer much hope to the growing demand on the energy sector in the country (Botswana Power Corporation, 2015 ) (Source Data: BPC Annual Report 2015 . To mitigate the national demand average of 550 MW, the BPC on average imports up to 150 MW from South Africa, but this import does not prevent, load shedding. In 2013 two emergency diesel facilities, 70 MW at Matshelagabedi and 90 MW at Orapa, were installed to avoid such outages. Morupule B is also starting expansion in 2016 (USAID, 2016) to add another 300 MW by 2020. Based on 2013 data, Botswana's national electrification rate reached 66% (54% in rural areas, 65% in urban one), but 1 million people still lack access to electricity (USAID, 2016) as shown in Fig. 1 . This paper primarily highlights the challenges in Botswana; the Sub-Saharan region faces regarding energy crises. It highlights importance on well-known emerging concepts, systems and technologies of Smart Grid and how it can contribute to meet the growing demand of electricity needs of the Sub-Saharan Africa. This paper argues how the Smart Grid advances could accelerate rural and urban electrification time frames, improving service delivery while minimizing costs, environmental impact and reducing carbon footprint and also how smart grids can be a source of an improvement in the socio-economic livelihood of the consumers. The organization of the paper is as follows: the second section presents the previous research works in the area, Section 3 portrays analytical framework followed while Section 4 presents the insights from the demonstration activity; Section 5 offers discussion, recommendations, while Section 6 contains the concluding remarks (see Fig. 2 ).
Analytical research framework
The primary assertion for this research was, the growing insecurity in the distribution of the electricity, and if they need to compete with the traditional grid electrification, what are the suppositions for alternate means of generating and distributing energy. The analytical framework makes an in-depth analysis of the existing grid infrastructure in Botswana and elsewhere and analysis the need for expanding the network in through DER's.
Findings and challenges
According to IEA (2014a, b) , electricity scarcity in the region has crippled the region's economic growth which in turn has had a ripple effect on health, education and sustainable growth (IEA, 2014a, b) .
Bueno et al. observe that many democratic countries in the Sub-Saharan region perform better at providing public amenities (Siverson et al., 2003) . However, this has not been a contributing factor to the electrification needs of the rural areas. The fact that 60% of them lie in rural areas concur increased cross-sectional imbalance in rural electrification and inequality regarding political, economic and demographic factors (Diaz-Cayeros et al., 2013; Kroth, 2014; Lake and Baum, 2001; Trotter, 2016) . Research studies indicate that though there is significant progress in electrification around the world, the success of providing the electricity remains and rests with the commitment from Government and local Institutions. One significant barrier to this is the financial support on the part of institutions. It is believed that there could be a substantial improvement in the access to clean energy with proper policy frameworks, enforcement of appropriate technical standards, standard operational metrics, financial support, research and development and stakeholder relations (Palit and Chaurey, 2011; Bhattacharyya and Palit, 2016) . Capital and operating costs take the major chunk of fixed costs linked to Transmission and distribution. Although there are no significant growths in economic scale due to the hardware cost, it poses significant risks when integrating delivery tasks.
It has been argued that urban electrification has a positive impact on GDP while the same has been disputed for the rural electrification. The primary reason that it was attributed to was that rural areas need more capital due to economic scale differences. This implied that it was making a much smaller business case when it came to deciding on rural vs. urban (Paul, 2011) . In his book, Herbst points out numerous challenges in the form of infrastructure investments in the sparsely populated African nations, like Botswana (Herbst, 2002) . According to Foster et al., about 81% of infrastructure investment in the power sector was from domestic sources (Foster and Cecilia, 2010) . Quantitative research suggests a positive relationship between domestic savings and domestic investment in general in sub-Saharan Africa (Trotter, 2016) .
IEA estimates that to achieve the target of providing electricity to everyone by 2030 will require additional power sector investment of USD 33 billion per annum on average for Sub-Saharan Africa alone (UNEP, ILO, IOE, and ITUC, 2008) . IEA in their report indicates that an investment of $890 billion is needed between 2011-2030 for electrification alone excluding the investments required for maintaining the grid and other infrastructural structures (IEA, 2014a, b; Bazilian et al., 2010a; Bhattacharyya and Palit, 2016) . One critical challenge that Botswana as a country is experiencing is similar to many developing nations and is not unique to the nation that is, how to electrify using the existing grid network? The solution to this problem could like in breaking down the problem into smaller bits and pieces by adopting to distributed generation. Efficiency, demand-side management, optimal generation, improved grid transmission is essential and critical to achieving this goal and to minimize the volume of investments needed. Thus to meet the targets or vision of UN 2030 for providing electricity to all, remains a challenge and there is an urgent need to fast-track it in Botswana.
The critical energy infrastructure in Sub-Saharan Africa is weak and unreliable in terms of T&D as compared to South Africa, which is slightly faring better. Bello et al. (2013) in this case study in South Africa indicates that the electricity generated is not sufficient to meet the increasing demand. In a similar scenario with South Africa, the energy generated in Sub-Saharan Region is not enough to meet the growing demand and fails to meet the peak demand. It is essential that the Sub-Saharan Africa unite different energy infrastructure across nations to establish proper interconnectivity standards of renewable energy sources for enhanced flexibility, information flow, improved system, control, demand-side management, demand response, which is critical for development in the region (Kempener et al., 2013; Ma et al., 2016) .
The delivery of power over long distances at ultra-high voltages has its own shortcomings (Knoepfel, 1996; Bahrman and Johnson, 2007; Oudalov and Reza, 2007; Davis, 1999; Sebitosi and Okou, 2010) in the form technical, economic and commodity loss, which again poses a question on is the how efficient and economical is 'transmission' through the grids. The lack of systematic planning for the power sector has resulted in a system with high transmission and distribution losses (Avila et al., 2017) . It is estimated that about 46% of the generated electricity is lost in transmission across rural Africa (Ma et al., 2016) . These losses increase the generation capacity that is required to meet load, making centralized generation uneconomical, exposing power companies to large financial risks, and increasing end-user tariffs (Castellano et al., 2015) . Therefore it is essential that the losses in T&D be minimized. Though technically, a loss in the T&D has to be compensated by the increase in electricity generation, alternate means of breaking down the grid losses needs to be identified. Bazilian et al. proposed that the ''current and emerging smart grid concepts, systems make an important contribution to improving equitable and just access to electricity services in Sub-Saharan Africa'' (Bazilian et al., 2010b (Bazilian et al., , 2013 Birol, 2010) . Adding to this is the age-old technology that is predominantly adapted by many electric companies across the globe and Botswana as a country is no exception. Many of the transmission and distribution lines are old and need to be revamped. BPC, the commodity provider, carries power over long distances in Botswana. One reason to it is that majority of its citizens are from rural areas. This inherent challenge both technically and economic feasibility for long distance transmission calls for revamp of the adapted technology in both generation and grids. One way to break this jinx is to go ''SMART'' and achieve its goal of providing electricity to everyone in the country. As indicated by Gellings in his book, smart means an ''intelligent use of Communications, Computational ability, efficiency, control with technology to enhance the overall functionality of the delivery system'' (Clark, 2009 ).
Renewable energy
Climate plays a very vital role in the selection of renewable energy source. Botswana's climate is shown in Fig. 3 . The data was based on a record from 1991-2015 (Meteoblue, n.d.) . The usage of the renewable systems defines electrification paradigm. The use of the system is different and varies depending on the location. While the primary goal has two factors, one to meet the local needs and the other sustainability in the form of regular supply of electricity (Pillota et al., 2017) . The complex problem of energy crises in the form of topography, socio-economic conditions, poverty, presents immense opportunities in various renewable energy resources as a form and means of energy production and sustainability, ensuring regular income. This opportunity can be utilized to design low-fuel, lowcarbon power systems based on the wind, geothermal, and solar technologies and to use responsive and efficient demand management strategies. The region is home to abundant fossil and renewable energy sources. The technical potential for generation capacity is estimated at 10,000 GW of solar power, 350 GW of hydroelectricity, and 400 GW of natural gas, totaling more than 11,000 GW (Avila et al., 2017) .
Exploiting renewable energy resources in the region will require a revamp. Although the region has abundant natural resources in the form of Wind, Solar, geothermal, wave, the resources are unevenly distributed geographically. To tap this vast potential and supply clean, and low-cost energy will require collaboration and cooperation among nations. For example, the energy generated from PV arrays in countries like Botswana, Zimbabwe can be used along with countries producing energy from the wind, geothermal, hydropower like South Africa, DRC, Malawi thus balancing regional grids. Since many of the potential renewable zones are close to existing transmission grids, the cost of T&D will be minimized. By exploiting these synergies, the potential conflicts that may arise can thus be reduced. The wind and solar generation sites can be co-located to reduce costs, maximize transmission efficiencies, and minimize ecological impacts (Kempener et al., 2013 ).
Botswana's energy challenges include rapidly growing demands for electricity, untapped solar potential. Other forms of non-conventional energy sources, like Solar, Wind, Geothermal, have largely remained untapped entirely (IEA, 2012) . Botswana receives approximately 3200 h of sunshine per year and has high insulation on a horizontal surface of 21MJ/M 2 . The average daylight hours in Botswana ranges from 9.9 h in summer to 8.2 h in winter. This amounts to one of the highest insulation rates in the world. The horizontal irradiation for Botswana is shown in Fig. 4 (Solar GIS, n.d.) . Therefore, it is paramount on the country's energy agenda to increase access to electricity in remote areas with a particular focus on utilizing renewable energy resources. The wind potential in Botswana is moderate, and the average wind speed at a 100 mt height is 5-7 m/s based on a 30-year data from ECMWF. This is comparatively low compared to South Africa. Biomass mainly charcoal and firewood continue to be a significant source of energy in Botswana in rural areas. The vast cattle population in Botswana indicates that there is a vast potential for tapping this resource as biogas (IEA, 2012). 
Smart grids, microgrids and VPP technology
Smart Grid is an advanced modernized holistic concept where a broad range of ICT resources is put to use to reduce electricity wastage and energy costs. Smart Grid facilitates efficient two-way delivery system, reliable end-to-end, intelligent from source to sink, smart transmission and distribution through the integration of renewable energy sources. The combined power of IT + Power (Smart Grid) enables real-time monitoring and control of power system. It helps in reduction of demand response and demand side management, AT&C losses, power quality management, outage management, smart home energy system. The fact that the smart technologies are expensive, when it comes to implementation on the budget side, which remains a bottleneck currently, there are other factors that need to be taken into account especially on the associated risks of delivery. These risks can be mitigated by effectively by the policymakers and regulators by efficiently implementing advanced digital technologies and seeking economies of scale.
A microgrid is a cluster of local distributed energy resources (Abdolrasol et al., 2017) . Its flexibility with loads aid in operation modes and can be operated within the grid or islanded fashion. It is typically connected to low voltage lines but can also be operated on a medium scale. The connected microgrids appear as one node, generating or consuming power from the grid. Microgrids which operate in an isolated mode will require energy storage devices and loads are often differentiated in classes (Buhler, 2010) .
One of the areas that can help improve the scenario is Virtual Power Plant. Virtual plant-As its name implies, does not exist in the concrete-and-turbine sense. Instead, it is a collection of DER's. It uses the smart-grid infrastructure to tie together small, disparate energy resources as if they were a single generator. Just about any energy source can be linked up as a DER. Moreover, the energy that is (Kumagai, 2012) used can also contribute to a virtual power, not plant's capacity. VPPs can be termed as a manifestation of transactive energy implementing new technologies like demand response, solar photovoltaic systems, advanced batteries, electric vehicles thereby transforming consumers actively to participants in delivering services. VPP relies on software and smart grids (Asmus, 2017; VPP, 2015; Sampath et al., 2017) . While virtual power plants act as pools of autonomous generation units for producing both heat and electricity, the solar cells can only be provided to the consumers locally. In principle, virtual power plants are suited for long-distance transfer (Franke et al., 2012) .
With the development of Smart Grid, VPP and microgrids, many challenges can be controlled to a greater extent, this not only will improve the efficiency of our distribution system, since in this model the consumers become the producers. This will also add on to the sustainable economic development of the common man. By ensuring regular income in the form of return for the energy supplied back to the grid, there will be fewer blackouts, thus ensuring grids that it will provide higher quality and reliable power supply Oliver et al. argues on how smart grid technologies enable policy-makers and communities to manage enduring energy policy concerns successfully. They then define what 'smart' energy technologies, grids and policies mean, and evaluate how the smart grid can enable policy-makers to respond to an emerging energy trend in what they term three pillars or triad of a sustainable economy by terming it energy 'trilemma' (Oliver and Sovacool, 2017) .
Barriers in smart grids, microgrids and VPP

Technical challenges
Renewable energy comes in different forms and sizes. Notably, the wind and solar dependent factors on climate and is ever fluctuating. As a source of energy, it is critical that they must meet the required demand at all times and hence are required to ensure that the electricity demand is available to absorb this variability. With the advent of Smart grids, the challenges in the form of technical and non-technical are imminent. DER's represent a new model and are usually small-scale systems privately owned and operated. Since most grids still operate traditionally, it causes speculations among the different operators to connect and accommodate these smaller DG's to the grid citing instability, safety, operational difficulties, pricing agreement disputes. It is a known fact that most of the renewable energy installations require high investment initially but very low running and maintenance costs. This ''costeffective'' solution on a lifecycle basis, in developing countries, is just not cost-effective and affordable and do not have access due to insufficient capital investment in renewables. However, these challenges can be overcome (Wu et al., 2015) . Renewable energy resources like wind and solar are fluctuating resource as a form of energy. With irregularities in them either the form of slow wind or obscure clouds in the sun, the production in output will drop. This will result in electricity operators scrambling for other sources to meet demand and supply. Under normal conditions, a small fraction of total electricity fluctuations is usually manageable, however, when there is a significant fraction, reliability becomes increasingly challenging (Kempener et al., 2013) .
The off-grid systems pose challenges in its way. All renewable energy systems come at a cost. The upfront investment costs are high. While comparing a small solar system with that of a diesel system for the same amount of generated power, the investment in the diesel system is far too low. However, it is worthwhile to note that the system requires a lot of periodical maintenance unlike a solar PV system except the storage battery pack for the system and battery packs be expensive. The climate plays a vital role in renewable energy systems. Extensive research in the area indicates that the performance of the PV system decreases as the temperature rises. This could also negatively impact on the lifespan of the PV system. Since all the PV systems use batteries as a storage pack, it is essential to protect the battery pack, since it is directly temperature dependent. An ideal climate is essential for any PV operation, in short, the climate should be cool and sunny at the same time. Excessive heat is a problem to any PV system, and Botswana is hot. In the case of PV arrays for large loads, space plays a role in determining the generated output. A restricted space will be a barrier to hosting large load capacity systems. In the case of wind turbines, it is essential that the wind speeds be negligible for the turbine to spin. Fig. 5 shows the wind profile for Botswana (Meteoblue, n.d.). In operating electrical energy system, it is essential to ensure that the demand and supply are balanced and equal. It is difficult to store electricity, though technologies have contributed to it and are steadily improving (Kempener et al., 2013) .
According to Africa progress panel, the region spends billions of dollars on utility losses and subsidies thereby hampering the power sector development. This reflects on the investors who perceive the sector as 'High Risk' as most utility companies cannot recover the costs without these subsidies, thus making it unattractive. Therefore, it attracts limited the investment to energy commodities and into in the sector. The key to reducing this gap is to reform energy utilities and their regulations improving operational efficiency thereby enhancing regional cooperation and thus attracting investments from private players (Africa Progress Panel, 2015) . Regulatory framework poses a more significant challenge in terms that the organizations tend to be conservative in calculating the benefits in what they can gather as cash benefits to the shareholders. It is considered that the operative losses are passed onto the customer, and as a result, any drop in losses would impact the utility shareholder. Therefore regulators are required to place such policies and regulations in place that could benefit both the utility and consumer.
Challenge in the form human resources element adds to the electricity crises. Botswana, as a nation has a mostly unskilled workforce and the unemployment rate is roughly about 40%. This is primarily due to the non-availability of necessary skills sets. This is further aggravated by the fact that finding sufficiently skilled workforce and training them for the job and retaining them can be a challenge and this multiplies manifold when the human resource has to be multiplied to scale up the program. Aligning them with DER's remains a test (Bhattacharyya and Palit, 2016) .
Though energy theft in developed countries like UK and US, is not a problem, in a developing country like Botswana, it poses a far more significant challenge. The reason being people have little understanding or no insight of the grid, and with higher poverty ratio, power theft is quite rampant. Mike (Mooiman, 2016) in his blog mentions how it has been a challenge into one of the implemented PV project in Pakhalane, Gaborone in Botswana. The single biggest problem is vandalism and panel theft for copper. As reported, as many as six panels were stolen from the facility and large amounts of grounding cables were stolen for their copper value, thus making the facility unusable. Thus it is evident that the panels and cables are of inherent value and their theft adds to glitches in providing electricity. The socio-economic condition of the region is one contributing factor to the theft.
Non-technical challenges
With extensive renewable shares in the smart systems, it changes the very nature of how electricity grid operates. However, besides technical challenges mentioned earlier, some critical nontechnical challenges need to be addressed.
Data access and ownership
With extensive smart grid networks, the amount of data involved is huge. Data that is personal and of high value. The data is used both by the consumer and the distributor. The consumer will be interested in what are his needs and will help him manage his consumption, while at the same time, the distributor will be looking towards the consumer data for efficiently managing the system, and the manufacturer will be interested to know how the system is performing. The policymakers will also be interested in understanding the role of the renewable energy systems installed and how it is contributing to the country so that they can plan their energy plans for the country accordingly. Therefore it is critical to address on who owns the data and the level of access that needs to be given to each of the stakeholders. So there should be clear guidelines for all the stakeholders (Colorado Smart Grid Task Force, 2011; Kempener et al., 2013) .
Data privacy
Another critical element related to data access and ownership in the smart grid is data privacy. Since it is closely related to internet resources, it is essential that the privacy of the consumer or prosumer, in this case, is respected. This raises a fundamental question as to how safe the data is to the prying eyes of others. Several studies have concluded that the consumer privacy must be protected for the smart grid to achieve social acceptance (Kempener et al., 2013) .
Cybersecurity
As Botswana gears up for investment in the Smart Grid technology hugely to meet its growing energy demand in the country, with the transition from analogous to digital electricity, there are numerous infrastructure challenges associated with it. One of the key challenges is in communication. With communication comes security, data management, etc. where there is a huge gap, as digital networks are more prone to cyber-attacks from software hackers. Thus security becomes the primary issue that needs to be addressed. Security concerns on the invasion of privacy and personal consumption data arises with the new digital electricity infrastructure. Traffic Management in smart grids-virtual power plants will rely on large-scale simulation and multi-route planning. This will create a massive influx of software demand and will aid in developing software functionality in virtualization. Virtualization of the power grid will create dependability problems compromising security. Thus integrity forms the core essentials of the VPP grid. Botswana at present has no specific cybersecurity policies or mandates. Sporadic cybersecurity attacks like the Stuxnet, Shamoon across the globe in various countries, have indicated that these attacks can cause significant damage and pose a risk to National Critical Infrastructure. Thus it is essential that there be no gaps in security planning as part of designing the smart grids, which otherwise can potentially leave gaping holes in the Botswana's power sector stability. ''With the evolution of cyber threats/attacks over time, the motivation of the attackers also evolved significantly driven by financial gain (Kumar et al., 2013) . It has transformed from organized crime in well-established marketplaces for trading in malware and stolen credit card data to attacks that are designed to create mayhem and cripple the National'' Critical Infrastructure (NCI) (Kumar et al., 2013) .
The envisioned grid is a potential target for the malicious hackers, and well-motivated adversaries as studies and experiences in the IT and telecommunication system indicate. The grid can be subjected to physical attacks by a hacker or by using malicious software codes explicitly targeting the control systems or systems resources to accomplish one's tasks. One of the most excellent examples is DDOS attacks. These forms of attacks disrupting the grid can be highly motivating to a few and dangerous. It is likely to send out wrong signals in the energy market. Due to high grid efficiency and connectivity, the grid will enable personal information collection at ease and with it comes to a very crucial package ''Customer Data''. Any form of attack on this will be an invasion of the ''consumer privacy''. Threats on bills example manipulating with billing information of a particular or specific user can have a major disturbance on economic value unless monitored carefully. Since power grids play a major role in the National Defense systems, any form of attack on these grids can cause havoc. Any failure on the part of the stakeholders to eliminate these threats will hinder the modernization of the existing power industry. The existing well protected IT infrastructure, which encompasses contemporary security technologies such as Virtual Power Networks (VPN's), Intrusion Detection Systems (IDSs), public key infrastructure (PKI), anti-virus software, firewalls, cannot be very effective by direct deployment on the smart grid unless some critical changes are effected into the system due to inherent differences prevalent in them. ''The North American Equipment Council (NREC) reported the effects of a slammer worm on the power utilities used over in North America. In a quoted example they claim: The worm migrated through a VPN connection to a company's corporate network until it finally reached the critical Supervisory Control and Data Acquisition (SCADA) network. It infected a server on the control-center LAN that was running MS-SQL. The worm traffic blocked SCADA traffic'' (Liu et al., 2012) .
With the advent of smart grids and their ability to generate huge data on consumer, about their usage and patterns in usage of electricity and other personally identifiable information PII security is paramount. This is, in fact, another area that the security should be focused on. This data in any wrong hands can be misused wreaking havoc. This information can be used against the very own consumer as his usage ''can reveal whether a person is at home or away, or what kind of devices being used''. This is in addition to the security attention that needs to be provided to the critical infrastructure (Kumar et al., 2013) .
In addition to going smart, one other way of overcoming the regional challenges is through regional power pools. These powerpools allow countries to aggregate its energy resources and extend grids across national borders to capitalize on regional diversity in resources and demand (Avila et al., 2017) . Currently, there are four regional power pools in operation. However, only 7% of electricity is traded across international borders, mostly through the South African Power Pool (SAPP). Formulating more efficient use of these power pools in the region could potentially save over $50 billion in capital investments in the power sector (Castellano et al., 2015; Avila et al., 2017) .
The role of renewable energy and fully distributed generation
The change in thoughts with a desire to fight climate change and increase energy production through clean energy and energy security is the critical driver for the success of renewable energy power generation. However, increasing renewable energy in a system that is inflexible and complex is a significant challenge for DER operators. Integration of distributed renewable energy systems into the mainstream grid is still researched due to its fluctuating nature. This is further weakened due to the market signals plagued by two components; first renewable energy is prioritized under fixed feed-in tariffs and exempted from market prices, second generators in DER's are small operators and often not equipped with technology and characteristics for system management. This opens up a wide range of opportunities in developing communitybased grids or virtual power plants, where an aggregator or a TSO operator controls the DER environment; Most renewable energy sources like PV generates power differently than the traditional conventional way in the past. Power electronics and advanced IT systems are used to integrate it with the grids. Since in renewable energy power generation is scalable due to its flexibility of generating power in few kilowatts to megawatts, from rooftop residences to commercial generation, from biowaste to PV, it can be used in communities and villages with or without electricity to enhance sustainable living and develop the community as a whole (Alonso et al., 2012; Phuangpornpitak and Tia, 2013; Alagoz et al., 2012; Christine et al., n.d.) .
Case studies
In an endeavor to promote the use of solar power, the first project in terms of implementing PV projects was carried out by Government of Botswana in 1992 in Manyana. This pilot project was carried out under Energy Affairs Division. The installations included 42 residential PV lighting systems, one photovoltaic AC lighting system for the clinic, one photovoltaic vaccine refrigerator or the clinic, six solar water heaters and seven photovoltaic streetlights. After two years of successful monitoring and implementation, the findings were impressive and revealed that the technologies were socially accepted and there has been an increase in economic activities as well as improvement in the medical care capabilities in the village (Matshameko, 2004) . In a growing concern of providing electricity access to all its citizens, in alignment with its vision 2016 and to address the issue of energy provisions, Government of Botswana in a joint collaboration with Japanese International Cooperation Agency (JICA), put into operation a pilot project on trial basis in 3 villages Kudumatse, Lorolwana and Motlhabaneng with intention to provide power through PV arrays and with a view to gather data for rural electrification through the project aimed at meeting electricity needs for rural community. The installed capacity ranged from 50 to 250 Wp. The project started in 2002 and ended in 2006. The BPC monitored the implementation and were technically the 'Owners' of the system, charging a monthly rental fee for the household's service by the system. Monthly payments ranged between Botswana Pula 40 to 120 for a 50-250Wp system. A total of 114 systems were installed, and 42 were repossessed due to nonpayment of dues (Ketlogetswe and Mothudi, 2009; IEA, n.d.) .
Apart from the above systems aimed as a pilot study, Botswana has three grid-connected systems. A 1300 kW solar power form in Pakhalane as a part of Japanese aid, near Gaborone, a 20 kW system installed in Mokolodi village funded by the European Union and a 34 kW system owned by a private operator. In addition to the above, there are a number of small-scale installations that are grid connected. If these small individual resources are pooled together to form a smart mini-grid, it will enhance the livelihood of the small communities that house them both economically and enhancing sustainable energy. The systems are performing well-providing electricity to the installations. This emphasizes that there be enough and more scope for development of small-scale DER's that can help mitigate the energy shortage without adding to climate. 
Lessons from the project
As indicated in the case studies, the project selection was for different communities of different socio-economic backgrounds through alternative means for providing electricity to the community.
Development of community-based grid in villages
Rural villages in Botswana remains poorly electrified. Given the scope and success of the PV systems, there is huge scope for forming a SMART Mini Grid-based electrification. These Smart Mini Grids could include smart futures after practical considerations. Since most of the areas receive ample sunlight, Solar PV models can be chosen in conjunction with biomass. The Kgotla 2 in existence with their leader as a representative could be responsible for managing and operating the system, including the collection of revenues and resolving any disputes or addressing the grievances relating to either the system or the model. The successful system model design, like the one used in villages in Odisha in Indian State, could be used with some additional smart features like (Bhattacharyya and Palit, 2016) . A small model that could be adopted, is shown in Fig. 6. • Smart system design for segregating loads • Feeder segregation for residential and industrial load • Allowance for demand growth • Grid-tied inverter can be used to ensure integration to the central grid.
Discussion
Smart Grid VPP model is an emerging technology in SubSaharan Africa as compared to other nations across the globe. There are inherent challenges in the smart grids. These challenges need to be taken into account when implementing and deploying smart technologies in Botswana. Successful PV models indicate that there is a huge scope for the expansion in the region of Botswana. It is essential that the renewable electricity generation components be encouraged and implemented to meet the demand of achieving the reduction in carbon print while doubling the renewable energy share in the market. While this transition is feasible and achievable, the grids need to be upgraded with new innovative technological solutions should be accommodated. Smart grids essentially incorporate many components just as in traditional systems and absorb them (see Fig. 7 ).
Although the challenges above are critical, steps in the right direction will help speed up the adaptation of smart technologies. One of the foremost steps is to ensure that steps should be taken by the policy-makers and regulators in addition to restructuring the economic incentives and align risk. By encouraging private-public partnership, building the right environment in the economy for the private sector investment and analyzing these solutions in smaller environments, i.e., in villages, the entire industry will learn what it takes to implement smart technologies successfully and will result in developing an industry that is set to boom in the coming periods. Optimally spread framework across the chain guarding and minimizing the investors from risk needs to be implemented. Risks associated with technology and delivery are significant in VPP's smart grids. The identified risks need to be shared in the chain to have an efficient delivery chain. A clear mechanism should exist on how much risk each associated member can take. The rate of return should be determined based generated output. Mechanisms should be in place for rewards and penalty to monitor the performance of the utilities. It is clear that the decisions will be driven by the society to address the challenge of the transition to digital infrastructure driven by utility-centric investment that will determine scopes of the Smart Grid. This would help in the enhanced adoption of smart technologies by the society and the common man. It is essential that the VPP Smart grid concentrates on building greater efficiency into the energy system to reduce losses, peak load demand, and decreasing generation as well as energy consumption. This would also aid in reduced greenhouse gases emission (North American Electric Reliability Council, 2003) .
Since Smart Grid-Virtual Power Plant has got the potential to change the business model of electricity generation, it will dictate on where, when and how energy is produced. In this scenario, every household and business will be a prosumer as well as a consumer since they will act as small micro generators. With the rise in VPP technologies, an economic situation will evolve in the right direction, as the traditional energy cost and distributed generation are inversely proportional. ''As the cost of traditional energy sources continues to raise the cost of distributed generation technologies will fall''. This will benefit both the consumer and the prosumer over a period. The energy producer, in this case, village community will play a vital role in ensuring that the systems are connected the grid and the prosumer is protected with a sustainable income. The assurance on the sustainable income will be from selling the excess produced electricity back to the grid through the village connected VPP. This will also enhance and strengthen the bond among the community since their livelihood will depend on the energy from community grid.
Based on the lessons from the action research, it is essential to formulate a proper model as one model does not fit everyone. Local contexts regarding climate, socio-economic conditions, resources potential both human capital and natural resources, institutional and political conditions must be taken into account before creating a successful model in the region. Botswana has a cattle population of over 2 million. This indicates that there enough and more scope for development of biomass model in the villages. This could be tried out on a trial basis. Due to climate profile of Botswana, the successful model adopted by other nations in biomass and PV could be taken up to assist the Socio-Economic conditions of the people in the rural areas. Success in the PV model where BPC has installed, commissioned and monitored small off-grid individual generators with a minimum rent, the model could be used in the smart mini grid model. With sufficient awareness, the excess power generated when fed back to the grid could enhance the livelihood of the small individual village houses with either rooftop or PV array installed. With adaptation of smart mini grid model.
Conclusion
The model described in this paper could provide a possible solution to increase energy production, while enhancing the sustainability of the rural villagers. It could also provide a possible solution to increase and address core areas in smart technologies and competence for higher smart grid accessibility. Since the SubSaharan Climate profile is different regarding accessibility and distances, the demands are closely related to generation, reducing transmission and distribution losses while creating cheaper forms of energy and also contributing to reducing the carbon footprint. It is essential that lessons from other smart grid models be addressed when deploying new models as a solution.
